PRIVACY NOTICE

1. Data Controller

Name: PHP Foundation
Business ID: 3128030-8
Postal Address: Aleksanterinkatu 14, 15110 Lahti

2. Name of the Register

PHP Foundation’s grant system.

3. The contact person of the register

The contact person is the foundation's CEO Valtteri Simola.
Email: valtteri.simola@phpsaatio.fi
Phone number: 050-5556827

4. Purpose and legal basis for processing personal data

The collected personal data is used for processing grant applications and awarded grants, as
well as for communication and enabling and improving the monitoring of the electronic
service's functionality. The registry stores the information provided in grant applications, as
well as details related to the payment of awarded grants and the progress and final reports of
the research or project.

The system collects contact information from the grant applicant and members of the working
group. This information is gathered from applicants for grants/subsidies. The applicant can also
name referees, whose information to be stored in the system is provided by the applicant.

In addition, payment and bank account information for grants/subsidies is collected, along
with information about the applicant's activities in the grant system and technical data related
to its use, such as log data from events. Internal communication between the registered
individual and the data controller within the system is also collected.

The applicant's information is stored and processed based on the applicant's consent and the
legitimate interest of the data controller. The registration of other individuals is also based on
their consent.

For the application to be accepted for processing, the applicant is required to provide personal
information requested on the application form and its attachments. If sufficient personal
information is not provided, the application may not be processed.



5. Groups of recipients of personal data

Personal data is processed by the foundation's CEO, referees named by the applicant,
evaluators specifically designated by the foundation, the foundation's board, technical support
personnel, designated users responsible for payments, and auditors. Data is only displayed to
the extent necessary for the activities of the recipient group.

6. Register protection

Access to the register requires a personal user ID. The administrator also determines the level
of access rights granted to users. Logging into the system requires a personal password and
the system is used through an encrypted SSL connection. The use of the register and logins are
monitored. The data is collected in the service's databases, which are protected using various
technical means. The cloud service servers are located in secure facilities, and access to the
data is restricted to specific predefined individuals.

7. Retention Period for Personal Data

User accounts and associated personal data

e User accounts are retained as long as users have applications that are not marked as
completed.

e |f a user account has been inactive for more than two years at the time of review and the
applicant has no active applications, the user account will be deleted from the system.

Incomplete applications

e The applicant can delete incomplete applications from the system themselves.

e The foundation will delete incomplete applications within 12 months of the application
period's end.

Application evaluation data
e Evaluation data will be deleted within 3 months after the scholarship decisions have been
made.

Not granted applications

e The foundation will delete or anonymize applications that received a negative decision
within two years from the date of the decision. In anonymization, all personal data is
removed from the application information.

Approved applications with attachments and reported information

e The foundation deletes the account numbers and personal identification numbers related
to approved applications within two years after the grant usage report has been approved.

e Otherinformation is retained long-term for the purpose of historical data collection and
statistics of the foundation.

Messages
e Messages related to the application will be deleted when the application is removed or
when the messages are deemed unnecessary.



8. The right of the data subject to access their own information
As a grant applicant/recipient, you can log into the system and view all the information you
have provided in the register by opening the application form preview. You can view and
update your current contact information under Settings - Personal Information.
You have the right and obligation to correct incorrect information. If you have any requests or
questions regarding the matter, you can address them to the foundation's representative via

an internal message in the system.

However, you do not have the right to access the stored evaluation information of the
application or the data collected for statistical purposes.

You have the right to withdraw the application, in which case it will not be evaluated.

If a decision has already been made regarding the application, the application data cannot be
completely removed from the system.

You can transfer your application form to yourself in an electronic PDF format.

You also have the right to file a complaint with the supervisory authority if you believe your
personal data has been processed incorrectly.

9. Disclosure of information
Information about grants awarded to individuals will be provided to the Farmers' Social
Insurance Institution (MELA) if the duration and amount of the grant exceed the limits defined
by MELA.

Information about grants paid to individuals is provided to the Tax Administration.

The recipients and amounts of awarded grants, as well as potentially summaries of the
research/project, are published on the foundation’s website and annual report.

The foundation may disclose personal data related to the grants it awards to other
grant/subsidy providers.



